FRT = identification system

The three kinds of FRT

• Verification or authentication is often referred to as one-to-one matching.

• Identification means that the template of a person's facial image is compared to many other templates stored in a database to find out if his or her image is stored there.

• Automated Facial Recognition (AFR)

• Live Facial Recognition Technology (LFRT)

• Categorisation deals with deducing whether an individual belongs to a specific group based on his or her biometric characteristicsfor example, sex, age, or race.

Needs for a CE label

The RFT in the AI Act 

•

  it authorizes real-time facial identification for the prosecution of thirty-two criminal offenses (Framework Decision 2002/584 JHA) • require a previous authorization by "a judicial authority or an independent administrative authority" of the member state (with exceptions) • distinction between "real-time" biometric surveillance and " ex-post" biometric surveillance • Sandbox possibility Thank you for your attention…

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

WHAT IS FACIAL RECOGNITION? Old (and malfunctioning) FRT Actual Facial Recognition (in progress) §1 FACIAL IMAGES AS A UNIQUE BIOMETRIC IDENTIFIER
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Privacy issues

• ECHR Olsson v. Sweden. Is FRT part of a pressing social need ? • CJUE Tele2: generalized storage and administrative access to connection data of all users of telecommunications services did not comply with Articles 7 and 8 of the CFREU (generalized surveillance of citizens) • case-by-case perspective:

• the list of offenses justifying the use of technology • restricting the use of these devices in time and space • duration of retention and access to data.

Other fundamental principles

• Proportionality

• restricted to prevention or resolution of the most serious crimes.

• Transparent and clear provision of information • Freedom of expression and freedom of assembly and of association 

The need for european legal regulation

No domestic regulation : Italian memorandum (31 December 2021). Why should international regulation be "better" or "more effective" than national regulation?

• globalization of the digital economy • context of international competition §1 The Council of Europe's approach The Council of Europe approach

• Right to transparency (art. 8)

• Right not to be subject to a unilateral decision (art. 9,1a). • Right to obtain knowledge of the reasoning (art. 9,1c). 
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